The proliferation of user credentials for system access coupled with the resulting rising security threats have led to the development of single sign-on (SSO) access control and multi-factor authentication (MFA) technologies. This paper provides an overview of these authentication mechanisms, highlighting the current state in the marketplace and describing the key enabling technologies. We conducted a qualitative analysis to identify the key factors facilitating and inhibiting the adoption of SSO and MFA by organisations using the Technology-OrganisationEnvironment (TOE) framework. The resulting analysis indicates a range of technologies, protocols and configurations that can be employed depending on the type of authentication and level of security required. The findings suggest that a number of technology, organisation and environment factors both positively and negatively affect organisational adoption of SSO and MFA. There are a number of key benefits gained from adopting SSO and MFA such as increased corporate security and reduced organisational costs of managing access control. There are also a number of key challenges to be overcome by organisations adopting SSO and MFA. These include the ability to accommodate the complexity of multiple heterogeneous systems and to be resilient to new information security threats thereby allowing a SSO and MFA solution to deliver improved and secure access control to information systems both within and across organisations.
Introduction
In many organisations, system users are required to remember a number of different usernames and passwords on a daily basis to access core systems. In dealing with the complexity of multiple user names and passwords organisations often have to make a compromise between user convenience and security.
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Single sign-on (SSO) access control and multifactor authentication (MFA) are security mechanisms that aim to shift the balance of this compromise by making access to core business systems both more convenient for users and more secure. In this paper a critical review of these two related security authentication mechanics provides insights into the current technologies and protocols, which enable SSO and MFA. In addition the organisational and environmental aspects that influence implementation of SSO and MFA are presented. Challenges and benefits that organisations need to consider when adopting SSO and MFA are also highlighted to offer views as to whether the 'security-user convenience compromise' does indeed shift. Then we present a preliminary analysis of the key factors impacting on SSO and MFA implementations in organisations guided by the Technology-Organisation-Environment (TOE) framework. This analysis is informed by the opinions of industry practitioners working in this domain who have discussed these topics on blogs and online discussion forums. Finally we present our conclusions and implications regarding this research and provide suggestions for future work in this area.
Overview of Topic and Current State of Play

Background
Users increasingly access a myriad of systems applications on a daily basis via devices such as desktop computers, laptops, mobile phones and PDAs from a variety of locations. For each of these systems applications, users may have separate identities for authentication as shown in Figure 1. The explosion of system applications such as email, customer-relationship management and financial systems (Osterman Research Inc, 2009 ) coupled with multi-device access to these systems requires concrete security measures to manage data integrity, user privacy and network security. In addition, user convenience is an important consideration that security solutions should address to prevent users from having to re-authenticate themselves repeatedly (FinallySecure, 2009) .
Currently the average user accesses around 12 different password-protected systems daily at work (Osterman Research Inc, 2009) . With so many passwords to remember users either write them down ("The value of enterprise single sign-on," 2006), use the same password to access multiple systems (Osterman Research Inc, 2009) or make them easy to remember and hence easy to crack via dictionary attacks or social engineering techniques (Liou, 2007; Panko, 2009 ) -thereby decreasing system security. This factor together with others such as increased help desk costs and the need for shared workstation support are the driving forces behind adoption of single sign-on systems (Kreizman, 2008) and multi-factor authentication technologies.
Single Sign-On
Single sign-on bears the promise of addressing the issues of user convenience, reduced costs and increased security (Robbins & Hamilton, n.d; SearchSecurity.com, 2008) . Single sign-on (SSO) refers to a user entering just one set of credentials for authentication and authorization and thereafter being able to access multiple applications securely and seamlessly. These applications may reside on multiple domains and the SSO system handles the user's credentials across these domains (The Open Group, 2009 ).
SSO did not initially work as anticipated because the technologies performed poorly, but this has now changed ("The value of enterprise single sign-on," 2006). SSO is projected to increase in popularity due to the increasing business interactions that enterprises have with employees, business partners and customers (Dubin, 2008b) via their computer networks and systems applications. Maximising user convenience for system access has the equal benefit of reducing organisational IT costs since SSO systems streamline the authentication and authorization process (Schneier, 2005a; SearchSecurity.com, 2008) .
Organisations are also embracing SSO solutions as part of their Identity and Access Management (IAM) suites (Dubin, 2008b; The Strategic Counsel, 2007) -requirements in many industries in order to meet mandated compliance from regulations such as Sarbanes-Oxley (SOX) and the Health Insurance Portability and Accountability Act (HIPAA) in the US (Dubin, 2008b ) -requiring sophisticated access control functions. These include user provisioning and user auditing, for example, the time users spend on systems, users login times and so on (Dubin, 2008b; Osterman Research Inc, 2009 ). In the US, 36% of healthcare organisations are currently using SSO (Tiazkun, 2009 ).
In Australia, organisations may employ IAM suites with SSO to comply with the National Privacy Principles contained in the Privacy Act 1988 (Australian Government Office of the Privacy Commissioner, 2009), whereby data integrity and security enforcement is assisted by these technological solutions. Multi-factor authentication used in combination with SSO addresses the needs of organisations to meet regulatory compliance in relation to access control while at the same time ensuring there is much tighter control over who can legitimately access systems applications and data at the appropriate levels.
Multi-Factor Authentication
Authentication refers to the process of proving your identity and verifying that you are who you say you are (Panko, 2009) . There are a variety of authentication factors employed by information systems including passwords, biometrics, one-time password (OTP) tokens, smart cards and digital certificates (Osterman Research Inc, 2009; Panko, 2009 ).
These authentication mechanisms fall into three categories as shown in Figure 2 . Authentication is termed 'multi-factor' if at least two out of these three categories are needed by a user to authenticate themselves in one particular instance. Using more than one factor results in the employment of 'defense in depth' -the principle that having multiple lines of defense leads to less system vulnerabilities (Panko, 2009) . Examples of MFA include the use of an ATM card requiring a PIN (something you know) and the card (something you have); a OTP token, which reveals a pass-code when a button on the device is pressed (something you have) and a password (something you know) to access a system.
One issue with SSO can be described as 'the keys to the castle or kingdom' dilemma (De Clercq, 2002 ; "The value of enterprise single sign-on," 2006) or the 'master key' (Shaw, 2008, p. 13) problem, whereby a compromised SSO credential may facilitate undesired behaviour in enterprise systems. This is where multi-factor authentication becomes an important complementary technology as an additional security layer in organisational SSO implementations.
Current Status of SSO and MFA in the Context of the TOE Framework
The current state of SSO is somewhat confusing with no clear standards and many vendors offering similar yet different SSO solutions and different protocols (Pandit, 2009) . Major market leaders include Imprivata, Citrix and Passlogix (Kreizman, 2008 ; "The value of enterprise single signon," 2006).
In an attempt to examine and understand the various processes that influence the adoption of SSO and MFA solutions by organisations, the Technology-Organisation-Environment (TOE) framework proposed by Tornatsky and Fleischer (1990) will be used. In our analysis, a number of online sources of empirical qualitative data have been analysed and the results mapped to criteria within the three contexts of technology, organisation and environment of the TOE framework.
The TOE framework has been used by a number of studies to investigate the adoption of a variety of technological innovations within corporations such as Open Systems (Chau & Tam, 1997) , EDI (Lee, 1998 ) and E-business (Zhu, Kraemer, & Xu, 2006) . Figure 3 highlights categories within each of the three contexts of the TOE framework that can be used as a basis of analysis to determine which factors carry most weight in guiding an organisation's decision-making and approach to the adoption and implementation of technological innovations such as SSO and MFA. 
Technological Context
A scalable and flexible solution
Scalability and flexibility of MFA solutions are a key consideration for organisations (Infoworld, 2009 ). The potential technologies -OTP, USB tokens, biometrics, digital certificates and so on that can be implemented should be evaluated by management in terms of current and future organisational requirements (Donnaruma, n.d.) and with consideration to all facets of the existing infrastructure (Infoworld, 2009; Nagel, 2009) . Increasingly users may access a system through various means such as a client application, a web browser, or a cell phone or smart phone web browser; therefore implementing comprehensive security in terms of access control (Panko, 2009 ) is imperative for the protection of a company's network (Infoworld, 2009) .
Fit with the existing ICT infrastructure
The proper implementation of technology, such as a web browser making SSL server certificate validation obvious and simple, is necessary to reduce security risks. Part of the security problem stems from underlying systems such as the computer operating system. In Microsoft Windows XP for example, users need to have administrative rights to install applications and this provides the opportunity for malware such as Trojan horses to be unknowingly installed onto the system (Schneier, 2005a) . Such issues need to be addressed by implementing the best fit of MFA and SSO authentication solutions for the organisation based on existing technical infrastructure and other factors such as cost. Thorough research of available technologies is necessary for this to be successful (Nagel, 2009) . Iannarelli (as cited in Schneier, 2005a) argues there is a significant drop in fraud and identity theft if authentication technology is properly implemented, specifically in relation to financial institutions. There is general consensus in the industry that no authentication schemes protect against attacks such as Man-In-The-Middle or Trojan horses (Schneier, 2005a ) -however, determining the best solution for the current organisational situation is a best effort possibility. In addition, organisations that adopt MFA benefit from the trend of merging physical and logical security (Dubin, 2008a) whereby gaps in the two security domains can be closed and overall security better managed (Imprivata, 2009 Technological innovation decision-making Figure 3 : Some of the aspects examined by each of the TOE contexts (Adapted from: Chau & Tam, 1997; Lee, 1998; Zhu et al., 2006) 
Solution complexity
Complexity and integration issues are cited as the major challenge for MFA and SSO implementations (Infoworld, 2009; Schneier, 2005a) and may change the way a company operates (Donnaruma, n.d). Factors such as the number of disparate systems that require encompassing security and methods of accessing these systems add elements of complexity and therefore require more organisational resources for support and maintenance. Allocating sufficient time and resources for an authentication implementation, including time for testing the system increases the probability of successful adoption (Nagel, 2009) . Thorough project planning for a SSO/MFA organisational project, accounting for various system elements, is therefore necessary for project success.
The combination of SSO and MFA in security solutions is an important consideration in the selection of a solution (Infoworld, 2009 ) and leads to more robust security (Bigler & McCollum, 2004; Farnum, 2006; FinallySecure, 2009; Liou, 2007) thereby better protecting company networks. Industry experts state that even two-factor authentication is much better than passwordonly authentication regardless of which factors are used (Vance, 2006) . Figure 4 indicates current authentication methods (based on market research survey results). MFA, as indicated by the red arrow, is used approximately 60% less than username/password authentication. Hence the adoption of MFA by organisations is still relatively low.
Key enabling network technologies and protocols
SSO implementation alternatives:
There are a number of SSO technology alternatives, which may be classified as active (where the user is required to enter credentials whenever requested by an application or another resource) or background or passive (where the infrastructure handles the credentials without prompting the user) authentication services (Liou, 2007) . Alternatives also differ based on whether the SSO scope is extended to include multiple organisations and infrastructure platforms that may be using different credential authorities (De Clercq, 2002) . In addition, SSO and MFA choices may be made based on various technologies and protocols. Refer to Table 1 for the various alternatives. Table 2 illustrates how these types of SSO technologies are employed across organisations for various user types. As more business is conducted across a variety of industries, Federated SSO is likely to increase in adoption due to the cross-integration capability it provides.
SSO-enabling technologies and protocols
Kerberos: The Kerberos protocol is an open standard defined by the Internet Engineering Task
Force (IETF) that is used on many platforms (De Clercq, 2002) . It provides token-based strong authentication for client/server applications using secret-key cryptography and makes use of a server -the Key Distribution Centre -that authenticates a user's identity to other servers for a session (De Clercq, 2002; Griffeth, 2009a) . The trust relationship between primary and secondary authentication domains is based on cryptographic methods that are used to validate the user token. Remote Procedure Calls (RPC) are typically used to transport authentication tickets (De Clercq, 2002) . If an organisation wishes to authenticate users using SSO to multiple applications across various technologies, then Kerberos is a good choice (Griffeth, 2009a) . But systems applications have to support Kerberos for this to work (Robbins & Hamilton, n.d.) .
The Lightweight Directory Access Protocol (LDAP):
The Lightweight Directory Access Protocol (LDAP) is used to query directory servers -servers that centralize information about an organisation such as employee names, telephone numbers and credentials (Panko, 2009) and also resources such as printers (Harris, 2007) . Microsoft's version of LDAP -Active Directory -enables true SSO using Kerberos but only for Windows environments (Shaw, 2008) . LDAP permits the use of directory-based SSO as one credential is used across multiple applications. Using a central LDAP server for application authentication is more practical instead of building authentication into each application (Gebel, 2008) . Figure 5 illustrates where LDAP is used between a directory service and an authentication authority. 
RADIUS protocol:
The Remote Authentication Dial-In User Service (RADIUS) protocol is a connectionless client/server protocol (based on UDP) used for authentication (CISCO, 2006) . RADIUS is useful for authenticating remote users who connect via a VPN, for example (Posey, 2005) . When provided with user credentials, a RADIUS server -which is usually a daemon running on a Unix or Windows machine -can support various authentication mechanism such as PAP, PPP or Unix login (CISCO, 2006) .
Agent Scripts:
Scripts that run on a central authentication authority server can be used to synchronise a user's password across systems when security policies are revised or passwords change (Kelley & Poynter, 2002) . This can be done via XML scripts and encryption using Structured Query Language (SQL) to manipulate the data in databases.
Cookies: Cookies are a token-based SSO technology for HTTP environments (De Clercq, 2002) . Since the Internet is stateless some vendors use cookies -pieces of software that are downloaded onto the client machine -to authenticate sessions for certain time periods (Huntington, 2006a) . After the cookie expires, the user will have to be re-authenticated.
Digital Certificates and Public Key Infrastructure (PKI):
A Public Key Infrastructure (PKI) refers to a system used for storing and maintaining encryption keys (Dubin, 2006) . Asymmetric public-private key encryption technology is employed as defined by the X.509 standard -which pertains to a particular certificate format (Housley, Ford, Polk, Solo, 1999) .
In a PKI-based SSO environment, users first register with an authentication server (known as a Certificate Authority (CA)). The CA authenticates a user's identity based on verifying credentials against a credential database and then generating a public key certificate (based on a public key sent by the user), which is sent back to the user. This public key certificate and the user's private key -which are stored on the client machine or other means of authentication such as a smart card -are then used to generate a token, which is used to authenticate the user to additional authentication authorities. The trust relationship between primary and secondary authentication authorities is established based on a certificate issued to the secondary authority by the primary authority (De Clercq, 2002) .
Security Assertion Markup Language (SAML): Security Assertion Markup Language (SAML)
is a platform-independent, non-proprietary, XML-based protocol developed by Organisation for the Advancement of Structured Information Standards (OASIS) and is used for communicating user identities between parties (Boettcher et al., 2007 ; Organisation for the Advancement of SAML is a key aspect of Federated SSO because it enables domains that implement different authentication mechanisms to communicate (Gebel, 2008) . Federated identity refers to different parties agreeing to trust each other's identity management (Beckett, 2004) . It is a dominant movement in identity management today due to cross-authentication system communication (OASIS, 2005) .
Federated SSO allows a user to sign on once and be authenticated to access various systems. The federated identity management system enables a user's identity to be distributed across policy and/or application domains to which the user may require access. Different domains choose to rely on identity credentials that are held elsewhere (Paul, Yuzo & Kenji, 2005) . The entities involved here are the user, the Identity Provider (IdP) and the Service Provider (SP) as shown in Figure 6 . The IdP makes 'assertions' about the user's identity and attributes to the SPs. (OASIS, 2005).
1. User has an account with an IdP 2. User wants to use a particular application hosted by the SP 3. IdP and SP have want to federate identities and have some sort of relationship Other standards such as Shibboleth -for access to higher education research resources -and Liberty Alliance -for Web Services access -are based on SAML (OASIS, 2005) .
Web Services Security (WSS):
Web Services Security (WSS) specifies methods of encoding authentication and other security tokens -Kerberos tokens, user IDs/passwords, X.509 certificates, SAML assertions -in Simple Object Access Protocol (SOAP) message headers (Gebel, 2008) . Using the WSS standards (WS-*), business entities can communicate across applications, domains and platforms.
OpenID: OpenID is a means of identifying oneself on the web. Described as an Internet driving license ("OpenID Explained," n.d.) it allows users to have one username and password for use on a variety of websites. OpenID is decentralized as users can choose where to host their identities and service providers can choose from a variety of software implementations and vendors (Becker & Norlin, 2006) . 
Technologies for MFA
Out-of-band authentication uses two separate network channels for communication with the user (Osterman Research Inc, 2009) . For example, a computer network, which a user is trying to connect to, and a mobile phone network that the user has access to. The user may have to verify their identity via one channel before access is granted via the other.
Multi-factor authentication technologies such as One-Time Passwords (OTP), smart cards and biometrics can be used in conjunction with technology such as PKI encryption. OTP can be delivered in a variety of methods using XML/SOAP/SAML: via SMS, flash drive, key fob and can be derived based on client/server time synchronization or mathematical algorithms (Nagappan, 2009; Osterman Research Inc, 2009 ). Smart cards can store digital certificates and biometric information and can be contact or contactless cards (Nagappan, 2009 ).
Organisational Context
User acceptance
Usability is one of the most important factors in the organisational context of the TOE framework since the security of a system ultimately lies in the actions of the users. Passwords alone are no longer considered robust due to reasons such as users writing them down and sending them in emails (Schneier, 2005b ). An MFA and SSO solution will be successful if both internal and external users of an organisation's systems use the technology, such as SSL certificates, in the correct manner (Schneier, 2005a) . Organisations need to understand how users work and the key factors to user acceptance are convenience and improved user experience (Nagel, 2009; SearchSecurity, 2008; Witman, 2007) . If users are customers, improved system usability translates to customer loyalty (Witman, 2007) and ultimately to increased business value.
The balance between usability and security can be challenging to achieve. For example, some banks have transaction validation solutions of requiring the user to enter a token for every transaction (Schneier, 2005a) . This method increases security and prevents fraud, a major consideration of organisations in selecting an authentication solution (Infoworld, 2009 ), but could be cumbersome for customers and potentially result in a loss of customers. The adoption of a solution will affect employee productivity therefore an analysis of how people do their jobs should be conducted to prevent employee frustration. Employees will be unhappy carrying five different tokens to access five systems, for example. On the other hand, having one token for SSO to all five systems leads to the 'too many eggs in one basket' problem (Schneier, 2005b) referred to earlier in this paper whereby one compromised set of credentials gives an attacker access to multiple corporate systems.
Regardless of the technology chosen, good communication is paramount for user acceptance of an authentication solution (Nagel, 2009 ). In addition, training for internal users should be planned carefully accounting for the fact that the rollout of a solution may affect organisational departments in different ways (Donnaruma, n.d) and therefore testing should be done early, often and include departments outside the IT department or power-user community (Nagel, 2009 ).
Management support
Obtaining top management support for an MFA and SSO implementation, like in any IT project, increases successful adoption rates (Schwalbe, 2007) . It is important that IT people sell the solution as a business solution that aims to provide value (Nagel 2009 ) by reducing the burden on current IT resources and staff (Infoworld, 2009 ). The requirements driver for a SSO solution should be clear whether it is usability-driven to reduce labour costs via reduced help-desk calls or security-driven to step up organisational security obfuscation (as cited in D'Costa-Alphonso, 2009).
Security professionals within the organisation or the outsourced company should perform an assessment of the current security weaknesses in relation to access control for systems applications and obtain high-level sponsorship as soon as possible. This management support will reverberate through the organisation and subsequently assist with employee buy-in (Nagel, 2009 ).
Organisational size and fit
The MFA methods adopted can be used in various ways, for example, taking into account: the work environment (Imprivata, 2009) ; to access content that has higher sensitivity (Dubin, 2008a) or content that has more risk Osterman Research Inc, 2009) ; areas that require more security, for example, certain applications, transactions (Imprivata, 2009 ). Other types of authentication factors while not typical include geo-location and transaction monitoring. These factors when combined with others are useful for fraud detection based on deviation from a user's normal behaviour Vance, 2008) .
The increase in the number of remote and mobile employees at organisations affects the choice of authentication solutions (Infoworld, 2009) due to the element of secure access via blackberry devices or wireless LANS for example. It is imperative that the implementation of an MFA and SSO solution focuses on the current business needs and drivers (Donnaruma, n.d.) .
Security budget
The cost versus risk battle is constant in the world of security. Organisations must assess whether the cost of protecting assets exceeds the value of the asset (Schneier, 2005b) , in which case the protection is draining the budget. Security professionals must link authentication implementation projects to pressing business needs and isolate business problems that these solutions can solve (Nagel, 2009) . In doing so, the cost-risk balance can be better addressed and return on investment reaped by the organisation.
Environmental Context
Regulatory compliance
A recent Forrester research report indicates that MFA adoption is on a steady rise. Even organisations that are not in heavily regulated industries need to adopt MFA because of the advantages it provides (Imprivata, 2009) . Regulatory compliance, such as that required by the Federal Financial Institutions Examination Council (FFIEC) for Internet banking in the US has driven the rise of MFA (Cobb, 2009; Dubin, 2008a) . Indeed, the finance industry is currently the most aggressive in adopting two-factor authentication, primarily due to financial systems having to adhere to strict guidelines with regards to information security (Schneier, 2005a) , while adoption is rather slow in other sectors (Vance, 2008) . A study by Aberdeen Group highlighted that organisations enjoying the best security performance had increased MFA implementations by 300% over a nine-month period (Imprivata, 2009 ). This finding suggests that MFA methods will continue to gain traction as means of improving overall security. SSO assists in the auditing and monitoring of user accounts thereby increasing corporate security and adherence to compliance such as the SarbanesOxley Act (SOX) (SearchSecurity, 2008) Increased regulation, such as that seen in the finance industry, could increase the employment of MFA and SSO solutions in other industries. When credit card liability was the consumer's problem, organisations did not strive to improve their security. However, due to regulation the onus is now on organisations and therefore they are continuously required to refine their security (Schneier, 2005a) , although implementing SSO and MFA to support electronic commerce transactions still appears to be problematic.
Industry outlook
There is no industry-accepted standard for enforcing good password selection thereby leading to uneducated users exposing organisations to increased risks and successful system attacks by script kiddies (Schneier, 2005a) . This issue of enforcing sufficient strong password selection can be addressed individually by organisations through their information security policy. With the new authentication methods, many information security standards organisations including the Organisation for the Advancement of Structured Information Standards (OASIS), the OpenID Foundation, the Liberty Alliance and the Smart Card Alliance are pushing for strong authentication standardisation because this will allow for better compliance to future industry regulations for user role-based restrictions (Beckett, 2004; Vance, 2008) .
Competitive pressure
The use of robust SSO and MFA methods can give an organisation a competitive advantage over other firms in its industry (Nagel, 2009; Witman, 2007) and enhance its reputation due to the investment it has made in better protecting customer data (Witman, 2007) . Customers are now more aware of security and privacy issues and addressing these issues will ensure customers remain loyal to the organisation (Schneier, 2005a) . A recent survey indicates that organisations consider improving customer confidence in the areas of data security for sensitive or private information, an important factor in their selection of an authentication system (Infoworld, 2009 ).
Key Benefits and Challenges of SSO and MFA Table 3 summarises the benefits associated with implementing SSO and MFA within organisations. (Tiazkun, 2009 ).
Reduced IT costs
Password reset calls to IT helpdesk cost estimated $25 each (Gebel, 2008) . SSO reduces number of help-desk calls (FinallySecure, 2009; Imprivata, 2009; Schneier, 2005a ) by up to 95% (FinallySecure, 2009) since users have fewer passwords to remember. In addition, the costs of development (Passlogix, 2009 ), installation and maintenance of separate authentication systems for applications are reduced (Liou, 2007) as SSO solutions provide central management of users (De Clercq, 2002; FinallySecure, 2009; Passlogix, 2009; SearchSecurity.com, 2008) . Cost of MFA systems such as fingerprint scanners is decreasing and reliability is improving, further reducing IT costs and improving efficiency (Imprivata, 2009 ).
Increased corporate data security
Employing SSO allows user passwords to be complex and change frequently as users do need to remember multiple passwords (Passlogix, 2009 ). System security is increased and reduced probability of user password interception via tactics such as social engineering (Farnum, 2006; FinallySecure, 2009; Griffeth, 2009b) . Security policies can be more robustly employed and centralized in an organisation (De Clercq 2002; FinallySecure, 2009) . The risk of a hacker obtaining the 'keys to the castle' reduced by using MFA with SSO and gives more assurance of a user's true identity (Griffeth, 2009b; Passlogix, 2009 ) -sometimes required for systems or transactions of higher risk to an organisation Osterman Research Inc, 2009) . SSO with MFA also prevent phishing and malicious code infections because while user's password may be compromised, additional authentication factors such as tokens or biometrics cannot be obtained (Griffeth, 2009b; Uniejewski, 2005) . With MFA, user's passwords for SSO can also be easier to remember because of the extra layer of security that MFA provides (Osterman Research Inc, 2009). The merger of physical and logical security also aids in MFA adoption as employees can use same devices for two purposes (Dubin, 2008a) .
Adherence to regulatory compliance
Regulatory compliance such as HIPAA and Sarbanes-Oxley Act in the US and Privacy Act in Australia call for data privacy and integrity. SSO assists with logging and monitoring of user accounts via auditing and tracking user activities assisting organisations to adhere to these Acts (Osterman Research Inc, 2009; SearchSecurity.com, 2008) .
Increased business customer base
The need to create a user account requiring a password deters many people from registering on retailer websites (IBM Global Services, 2002) . This is lost business for owners. SSO can assist with technology such as OpenID where user need not register with a password, encouraging more registrants and business. Table 4 provides an overview of the main challenges that organisations will have to overcome in a SSO/MFA implementation. 
Addressing new methods of attack
While MFA minimizes security problems related to access control (Dubin, 2008a; Schneier, 2005a) claims that MFA does not contribute to increased security: OTP tokens can be compromised by man-in-themiddle phishing attacks (Dubin, 2008a; Osterman Research Inc, 2009; Schneier, 2005a) ; smart cards can be hacked (Dubin 2008a) or lost/stolen (Osterman Research Inc, 2009) ; attackers can use Trojan horses to piggyback user sessions after they have logged in (Schneier, 2005a) . There are further claims that MFA involving out-of-band authentication is cumbersome for users (Osterman Research Inc, 2009) . Security experts say although MFA can be cracked, it does add additional layers of security (Dubin, 2008a; Schneier, 2005b) more within corporate networks and less over the Internet because attackers will merely change tactics (Schneier, 2005a (Schneier, , 2005b .
User acceptance
Success of SSO and MFA requires user acceptance. Users may be reluctant to carry around MFA tokens or be fingerprinted (Vance, 2008) . Tokens can also be easily damaged, misplaced or forgotten by users (Cobb, 2009) . Privacy issues need to be addressed as ownership of personal profiles and information is an unresolved personal issue that could limit SSO and MFA adoption (IBM Global Services, 2002) . User acceptance and training on the benefits of SSO with MFA is a key challenge.
Costs
Depending on SSO and MFA technology involved and size of an organisation, system costs (for install and maintenance) can be extremely high (Cobb, 2009) . Some existing organisational systems such as client software may not support MFA devices and in these cases, additional hardware or software may need to be purchased, configured and installed (Bigler & McCollum, 2004) . A cost-benefit analysis may be useful in determining the worth of SSO and MFA.
SSO and MFA rollout
Planning a SSO implementation bears both technical and business challenges (Robbins & Hamilton, n.d.) . For example, if the SSO system fails, all users will be locked out (Huntington, 2006a) . In order to overcome these challenges, enterprises should undertake an analysis of the business including elements of organisational size, business drivers, risk levels of corporate systems, user base, compliance requirements and so on (Osterman Research Inc, 2009; Robbins & Hamilton, n.d.; SearchSecurity.com, 2008) . The outcome of this process will enable an organisation to implement an SSO solution that best fits its needs. Figure 7 highlights SSO areas that should be addressed.
System complexity SSO is a process not a product (Huntington, 2006a) and successful implementation relies on finding appropriate business fit for this security process. Implementations and deployment can be complex, more so if MFA is used with SSO (Cobb, 2009) . Equipment used for MFA is not without flaws -for example, fingerprint readers can give 'false rejections' meaning the real user is mistakenly not authenticated (due to for example, having a cut on their finger) (Osterman Research Inc, 2009 ). Incorporating legacy applications into SSO as well as systems that may be acquired via corporate mergers or acquisitions (Kreizman, 2008 ) also adds complexity because of integration of disparate technologies.
Research Question and Method
The general research question that was investigated in the first phase of this study was:
What are the key factors facilitating and inhibiting the adoption of single sign-on (SSO) and multi-factor authentication (MFA) in organisations?
Our motivation and justification for conducting this exploratory study, is that while much has been written about by practitioners of SSO and MFA, this is largely anecdotal and there is little empirical research on the factors impacting on the adoption of SSO and MFA. A qualitative approach was deemed appropriate to guide the focus of the first phase of this exploratory study (Miles & Huberman, 1994; Yin, 2009) . A qualitative approach allowed the researchers to explore the research question in an interpretative manner in line with the research objectives. It was necessary to capture rich domain knowledge from practitioners experienced in implementing SSO and MFA solutions in large organisations, in order to identify the key issues in relation to the general research question that reflect the reality of current practice.
A content analysis of some active online information security blogs and discussion forums where SSO and MFA was a discussion thread allowed us to analyse the views of experienced and expert practitioners in relation to the adoption of SSO and MFA in organisations. Our content analysis of these online discussions was guided by the Technology-Organisation-Environment (TOE) framework that was outlined in the literature review section of this paper. In the next phase of this study we will conduct structured interviews with informants from organisations that have adopted SSO and MFA, and industry practitioners who have expertise in the implementation of SSO and MFA in organisations and have agreed to be involved in the next phase of the study.
These online discussions of SSO and MFA were analysed using the qualitative data analysis software package NVivo 8 (QSR International, 2009 ). This software package allowed for the exploration of raw data and identification and coding of the common themes guided by our theoreti- cal framework as well as the identification of relationships between themes in a rigorous manner. While there are some limitations in the approach used, it is felt that the richness of the data collected far outweighed the methodological shortcomings of such an approach.
Discussion of Key Findings of Data Analysis
The analysis of the qualitative sources of data addressed the general research question:
'What are the key factors facilitating and inhibiting the adoption of single sign-on (SSO) and multi-factor authentication (MFA) in organisations?'
The key findings of the data analysis are discussed below in the context of the TOE framework.
Technology issues
A SSO and MFA solution suitable for existing technical infrastructure and scales for future organisational growth
An important consideration in the implementation of SSO and MFA is the scalability and customizability of the technical solution. The choice of technology and the fit to the various systems in use is a key factor inhibiting successful implementations of MFA as evidenced in the following comment by a practitioner in response to an article by world-renowned information security expert Bruce Schneier.
"I would tend to agree that in the 'big picture', if technology isn't used properly or the technology isn't implemented properly, it doesn't matter how many factors of authentication one has." (as cited in Schneier, 2005a)
Another practitioner comment highlights the importance of having a scalable SSO solution that can be altered due to changes in business processes or corporate mergers, for example. The comment above provides an example of the comprehensive approach that organisations would need to take in employing a MFA solution in terms of addressing the risk that an employee's mobile phone could be compromised.
Man-in-the-middle attacks and Trojan horses can compromise two-factor authentication solutions (Schneier, 2005a) Organisations need to clearly identify the technical infrastructure requirements that currently exist and could exist in the future based on planned or emergent organisational strategies before selecting and implementing an SSO and MFA solution successfully.
The complexity of the client workflow environment
Technology within an organisation may also include the processes that employees follow in order to get their work done. This may include workflow processes for example where data moves between different systems that have different identity access requirements. A practitioner experienced in many SSO implementations highlights this as a key technical issue in projects he has participated in: The above comment is an example of client workflow issues with MFA when employees try to access corporate systems via their mobile phones across a geographically dispersed organisation.
It should also be noted that these technology issues also have organizational implications when there is a negative impact on workflow processes.
Organisational issues
Management support
Obtaining management buy-in for a SSO and MFA solution -IT project -increases the chances of successful adoption. 
Environmental issues
Industry regulation
Clearly laws and regulations within certain industries mandate appropriate levels of security and privacy for information systems and information assets and necessitate that organisations within those industries adopt certain technologies such as SSO and MFA. The practitioner comment below emphasises this fact with regard to financial institutions: Schneier, 2005a) Due to increasing user awareness there is pressure on organisations to implement robust security measures to protect consumer data. Table 5 summarises the key factors identified in this study, via our analysis of the knowledge embedded in online practitioner forums, which affect organisational adoption of SSO and MFA in the context of the TOE framework. Based on the analysis of these research sources factors are categorized as either inhibiting or facilitating the adoption of SSO and MFA solutions. 
Benefits and Challenges of Implementing SSO and MFA in Organisations
Based on the analysis performed previously, we identified the key benefits for an organisation implementing SSO and MFA:
• The achievement of the primary goal that drove the project -whether it was user satisfaction, reduced costs or the increased protection of a company network.
• The adherence to industry regulation such as user activity auditing within corporate systems achieved via a SSO/MFA solution.
• Increased competitive advantage due to the ability to ensure increased security and privacy of consumer data.
Despite the possible benefits a number of challenges would need to be addressed for successful implementation of a MFA/SSO solution:
• A major challenge is looking to the future -in terms of scalability, organisational strategy and timing. The MFA/SSO solution must be adaptable to changes that may occur in the future. If the intention of an SSO/MFA implementation is user satisfaction, then it is important to understand how employees perform their jobs to gain their acceptance of the solution. This can be a difficult process involving understanding how jobs are performed in the context of multiple systems and complex workflows.
• While current security measures are being developed and implemented, hackers are developing new and improved means of breaking into systems. It is therefore a constant challenge to ensure that organisational security is robust and comprehensive.
Limitations and Future Work
The limitations of the first phase of this research include that some of the qualitative data obtained from online blogs and discussion forums was secondary and the perspectives of key stakeholders such as senior management and end users was not directly solicited. Therefore, certain assumptions may have been made by the authors in interpreting and presenting the results of the qualitative data analysis. Future research will focus on conducting a suitable number of interviews with the key stakeholders such as senior management, IT professionals, and end users in adopting organisations and with consulting practitioners in the field of SSO and MFA. This will provide a richer set of data and allow a more robust interpretation of the key facilitating and inhibiting factors for the adoption of SSO and MFA solutions, which can be mapped more precisely onto the TOE framework.
Conclusions and Implications
The challenge for organisations to find an authentication solution that is both convenient and secure is ongoing. Single sign-on and multifactor authentication technologies have somewhat assisted with advancing the security industry towards presenting such a solution. Due to the wide choice of SSO and MFA technologies and options, a thorough analysis of security requirements should initially be conducted. This analysis should focus on aspects such as system users, the business of an organisation and types of system applications. Benefits reaped from such authentication mechanisms, such as increased system security and reduced administration costs are apparent, however for a successful implementation a number of difficult challenges -most importantly, combating smarter attacker tactics -have to be overcome.
The results of the analysis conducted for this paper indicate that technology issues are the main factors inhibiting the adoption of SSO and MFA within organisations; this is partly due to complexities of existing technical infrastructures and workflow processes. This is not to imply that organisational and environmental issues are entirely facilitating -they do influence the degree of successful adoption but are affected by factors such as management support and organisational communication, which can be successfully, controlled with robust change management processes within the organisation.
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